AddréssA  PortA AddressB

PortB Packets Bytes PacketsA—B BytesA—B PacketsB—A BytesB —A RelStart Duration Bits/sA —B Bits/sB—A

10.35.239.23% 48592 32510245 20 246 27k 164 18k
10.35.239.23% 40396 3.75.28.145 443 a4 2%k 43 22k
10.35.239.239 48288 12.192.160.64 443 42 4200 28 2688
10.35.239.239 34288 3.123.93.20 443 44 4440 28 2712

ADRESS
3.25.10.245
3.75.28.145
18.198.160.64
3.123.93.20

IPwd Address

IPwvd PDP address =

IPvdRedundancy

AFN

NAME
ec2-3-25-10-245.ap-southeast-2.compute.amazonaws.com
ec2-3-75-28-145.eu-central-1.compute.amazonaws.com
ec2-18-198-160-64.eu-central-1.compute.amazonaws.com
ec2-3-123-93-20.eu-central-1.compute.amazonaws.com

type = TUGW ALLOC TP ADDRESS

10.35.2359.239

Flag = false
M3ISDN = 67575899903
name = internet
Source Destination

Mo. Time:
2824-05-31 89:14:59.785000

B
7 2024-05-31 ©9:14:59.827000

ec2-3-25-18-245

18.35.239.239

a2
36
14
16

Protocol

. GTP <TCP>

9184 8.626000 403.8410 357
7000 32.194000 365.2130 432
1512 32346000 360.4410 59
1728 47.386000 360.3810 60

Length Info
154 49592 » 8B [PSH, ACK] Se
[TCP R n]

1 Ack=1 Win=582 Len=52 TSval=4

ec2-3-25-10-245.ap-southeast-2. compute.amazonaws.com  18.35.239.239 TCP 94 88 > 49592 [PSH, ACK] Seq=1 Ack=53 Win=472 Len=28 TSval=
| pu m GTP <TCP 130 [TCP R n - [PSH, ACK] S
9 2024-85-31 :59.848008 18.35.239.239 ec2-3-25-18-245 GTP <TCP> 182 49592 » 8@ [ACK] Seq=53 Ack=29 Wi
| 10 202 59.8 10.35.239. = C & [TCP Dup ACK 9#1] 49 [AC
2824-@5-31 :09.863008 18.35.239.239 ec2-3-25-18-245... GTP <TCP> 154 49592 » 88 [PSH, ACK] Se Ack=29 Wil
| 2 2 1 2 ] TCP 118 [TCP R ] 80 [
2024-05-31 ©9.987000 ec2-3-25-10-245.ap-southeast-2. compute.amazonaws.com  18.35.239.239 TCP 94 89 ~ 49592 [PSH, ACK] Ack=185 Wil
| 21 202 e 2 5 5 pu 9 GTP <TCP 130 [TCP R issi 2 [PSH, ACK]
22 2924-85-31 ©89:15:09.928000 18.35.239.239 ec2-3-25-18-245 GTP <TCP> 182 49592 + B8 [ACK] Seq=185 Ack=57 Win=582 Len=|
| cp [TCP Dup #1] [ A
36 2024-05-31 19.948000 19.35.239.239 ec2-3-25-10-245... GTP <TCP> 154 49592 > 86 [PSH, ACK
| 37 2 10.35.239. E 245 cp [TCP Retransmi E
38 2024-05-31 ec2-3-25-10-245.ap-southeast-2. compute.amazonaws . com 10.35.239.239 TCP 94 80 + 49592 [PSH, ACK] Se
Mo, Time Source Destination Frotocol Length Info
46 2824-05-31 @9:15:23.356880 18.35.239.239 ec2-3-75-28-145... GTP <TLSv1.2> 34@ Application Data

2024-985-31 123.356000

2824-85-31 :23.679008

2024-985-31 123.630000
2024-85-31
924—95—31
2024-085-31

2824-85-31 :30.879000

16.35.239.239 ec2-3-75-28-145

ec2-3-75-28-145. eu-central-1. compute . amazonaws
mp
ec2-3-75-28-145. eu-central-1.compute. amazonaws
10.35.239.239
hL 239.
18.35.239.239

10.35.239.239 ec2-3-75-28-145

ec2-3-75-28-145. eu-central-1.compute. amazonaws . 16.35.239.239

. GTP <TLSv1.2>

TLSv1.2
GTP <TCP>

. GTP <TCP>

CP

. GTP <TLSvl

cP

. GTP <TLSv1.2»

TCP

Application Data
[TcP
P

[TCP Dup
Application Data
[TCP Ret

49396 » 443 [ACK]
[TCP Dup ACK 59#1]
Application Data
[TCP Re
Application Data
= =

3 PSH,
Seq=419 Ack=248 Wi
[ACK] S

443 > 40396 [ACK]

MNo. Time
2824-85-31 89:15

23.568008

2024-95-31 @9

¢
23.868000

:23.489008

23.809000

Destination
ec2-18-198-168-

Source
10.35.239.239

ec2-18-198-16@-64.eu-central-1.compute.amazonaws .com
6 mpute a

10.35.239.239
3.
10.35.239.239

ec2-18-198-16@-64.eu-central-1.compute. amazonaws . com

10.35.239.239
g ;.

Protocol

. GTP <TLSw1.2>

2>

Info

126 Application Data
[TCP Re
9@ Application Data
126 [TCP Retransm
48288 » 443 [ACK]
[TCP Dup 1]
Application Data
99 [TCP R
9 Application Data
[TcP
48288 » 443 [ACK] Seq
[TCP Dup A 1] 4

23.52960@ 18.35.239.239 ec2-18-198-168-6.. GTP <TLSv1.2> 126 Application Data
| 8 16.35.239 8-198-1¢ TCP [TCP R
272 2024-@5-31 09:17:23.850000 ec2-18-198-160-64.cu-central-1.compute. amazonaws.com  16.35.239.239 TLSV1.2 90 Application Data
Mo. Time Source Destination Protocol Info
87 2024-05-31 38.548000 18.35.239.239 £C2-3-123-93-20... GTP <TLSV1.2> Application Data
| 90 202 1 39. E 93-2 P [TCP Retransm
91 2024-85-31 ec2-3-123-03-28. eu-central-1.compute.amazonans. com 16.35.239.239 TLSv1.2 Application Data
| 2 e eu-central-1.compute.ama com 239 GTP <TCP> [TCP Retransm
94 2024-05-31 09:15:38.968000 18.35.239.239 €c2-3-123-93-20... GTP <TCP> 34298 > 443 [ACK
| 202 ] 3-123-9 TCP [TCP Dup ACK 94#1]

193 2624-85-31 @9:16:

38.536000

198 2924-05-31

38.853000

2024-85-31

2824-85-31 89

39.839000

2024-05-31 @9:17:

39.410000

1@.35.239.239 ec2-3-123-93-28

18.35.239.239

ec2-3-123-93-28.eu-central-1.compute.amazonaws . com

ec2-3-123-93-20

10.35.239.239
g .

1@.35.239.239

ec2-3-123-93-20.eu-central-1.compute.amazonaws.com

ec2-3-123-93-2@

10.35.239.239

. GTP <TLSw1.2>

GTP <TCP

. GTP <TCP>

TCP

. GTP <TLSw1.2>

Application Data
[TCP R

34298 > 443 [ACK]

[TCP Dup A @it
126 Application Data
[TCP R

n]




